000 MKK «®unancossblii Kinacrep»

Pexomennanuu no 3amure nHgpopManum B 1eJIAX NPOTHBOAEICTBHS
HE3aKOHHBIM (PMHAHCOBBIM ONeEPANUAM

1. OOmIeCTBO C OrpaHUMYCHHONW OTBETCTBEHHOCTHIO MUKpOKpenuTHAsS KoMmanus «PuHaHCOBBIN Kiactepy»
(Kommanust) B pamkax coOmoaeHus Tpedoanuii [lomoxxenus banka Poccun ot 17.04.2019 Ne 684-11
«O0 yCTaHOBJICHHMM OOS3aTENBHBIX I HEKPEAMTHBIX (DMHAHCOBBIX OpraHM3alfii TpeOOBaHUM K
00eCIeUeHUIO 3aUThI UHOPMAIUH ITPH OCYIISCTBICHUH JIEATSIBHOCTH B c(pepe (PMHAHCOBBIX PHIHKOB
B IIEJISAIX POTHBOACHCTBUS OCYIIECTBICHUIO HE3aKOHHBIX (DMHAHCOBBIX OTEpalniy YBEIOMIISIET CBOUX
KITUEHTOB, WCIOJB3YIOIMNX aBTOMATH3UPOBAHHBIE CHCTEMBI IS TOYYEHUs, TTOJITOTOBKH, 00pabOTKH,
nepefayl W XpaHeHWs HH()OpMaluu B D3JEKTPOHHOHW (opMe O BO3MOXKHBIX PHCKaX MOTYYCHHS
HECaHKIMOHUPOBAHHOTO JOCTyNa K WHGOpPMAINH, C IENBI0 OCYIIEeCTBICHNS (YWHAHCOBBIX OIEpaIlHii
TUIaMH, He 00JIaIaloIUME ITPABOM MX OCYIIECTBJICHHS, B TOM YHCIE TIPU yTpare (moTepe, XUIIEHNH)
KIIMEHTOM yCTpPOMCTBA, C UCIOJB30BAaHUEM KOTOPOTO UM COBEPIIAIUCH JEHCTBUA B IEJSIX
ocymiecTBiIeHusT (DMHAHCOBOM ormepanuu U HEOOXOAMMOCTH 3allUThl MH()OPMAIMU OT BO3JCHCTBHS
IIporpaMMHbLIX KOJOB, IPUBOAANIMX K HAPYHNICHUIO IITATHOI'O (I)YHK]_[I/IOHI/IpOBaHI/IH cpeacTsa
BBIYMCITATEIHFHON TEXHUKH, CBOEBPEMEHHOMY OOHApYXEHHIO BO3IIEHCTBHUS BPEJOHOCHOTO Koma. Jlims
uesneil Hactosammx PekoMeHganuil moj cpeicTBaMU BBIYMCIUTENBHOM TeXHUKH KoMmaHus moHUMaeT
COBOKYITHOCTh TPOTPAaMMHBIX M TEXHHYECKHX DJIEMEHTOB CHCTEM OOpabOTKH JaHHBIX, CIIOCOOHBIX
(YHKITHOHUPOBATh CAMOCTOSTESIILHO WM B COCTABE JAPYTUX CUCTEM.

2. Hacrosmme Pekomenmarn pasmeratorcst Ha odurwansHoM caiite Kommanmn https://nadodeneg.ru

3. K mpuumHaM BO3HMKHOBEHHS BO3MOXKHBIX PHCKOB IOJYYEHHUS HECAaHKLIMOHMPOBAHHOIO IOCTYIHa K
uHpopmaru KommaHnust OTHOCHT:

3.1. HeorpanuueHHbII JOCTYI TPETHUX JIUL K CPEICTBAM BBIUMCIUTEIBHON TEXHUKY;

3.2. HeorpaHW4eHHBI AOCTYNl TPETbUX JUI[ K WHPOpPMaUK O JIOTHHAX W MapoiisX,
MCTIONB3YIOMIUXCS pU paboTe ¢ HHPOPMALIMOHHBIMU PECYPCAMH;

3.3. HecobnronieHre pexxuMa KOHQUACHIIMATHHOCTH B OTHOILICHHHN 3aIIUINAeMON MH(POpPMAaIUHU B
nH()OPMAMOHHO-TEIEKOMMYHUKAIIMOHHOH ceTn « HTepHeT»;

3.4. YTpara (moTepsi, XUILEHNE) KIMEHTOM YCTPONUCTB BBIUMCINTEIILHOW TEXHUKU U KapT MaMSTH;
3.5. OtcyTCcTBHE HAISKAILETO MPOrPAMMHOTO 00eCIIeUEeHH S,
3.6. OTcyTCTBHE Ka4eCTBEHHOM aHTUBUPYCHOM MPOrPaMMHOM 3aIlIUTBI;

3.7. HecobOnrosileHre KIMEHTOM HacTosmux PexomeHnmanmidl. Hacrosmmii mnepedeHb NPUYUH
BO3HHMKHOBCHHUA PHCKOB IMOJTYYCHUA HECAHKIIMOHUPOBAHHOTO JOCTYyIIa K I/IH(bOpMa]_[I/II/I HE
SIBJISIETCS. ICUEPIIBIBAIOIINM.

4. B OeJsIX NpeaoTBpaIllCHUA HECAHKIIMOHUPOBAHHOTO JOCTYIIAa K I/IH(i)OpMaLII/II/I " HapyUICHHA HITATHOI'O
®YHKHHOHHpOBaHHH Cp€acTB BBIYMCIIMTEIIFHON TeXHHKH KoMmaHus PEKOMEHAYET CIICAYIOIINE MCEPhI
3allIUThI:

4.1. lns  3ammThl MOOWJIBHBIX YCTPOWCTB: * CBOECBPEMEHHO YCTAHABJIMBATH OOHOBJICHUS
0€30IacHOCTH ONEPAlMOHHOW CHCTEMBI; * TP HAIMYMH TEXHUYECKOH BO3MOXKHOCTU
BKITIOYHTH IIU(PPOBAHNE JTAHHBIX; * HE OTKIFOYaTh M HE B3JIAMBIBATH BCTPOSHHBIE MEXaHU3MBI
0e30macHOCTH; 2 * COXpaHATh B TaliHe MMs MOJb30BaTelNsl (JIOTWH), MapoJib Ui IOCTyNa B



4.2.

4.3.

nHpOpPMAITMOHHBIE CHCTEMBI, SMS-KOmBI; * 3amUIIaTh MAPOJIIMH YYETHBIC 3aIHCH
OTIePAIIIOHHON CUCTEMBI; * HE XPaHUTh JIOTUH U MapoJib B MOOWIHLHOM TenedoHe, cMapThoHe,
KOMITBIOTEPE; * PETYJSIPHO OOHOBIATH MApOJNK; * HE HMCIOIH30BATh OJUHAKOBHIE JIOTHH U
Mnapojib JUIs JOCTYNa K Pa3IUYHBIM CHCTEMaM; * JUIMHA Mapojisi JOJDKHA OBITh HE MeHee 8
CHMBOJIOB; ® BKJIFOYATh B IapoJib 3arjlaBHbIC W IPONHCHBIE CHMBOJBI, MH(PHI, a Takke
CHEIMATIbHBIC CUMBOJIBL; * HE UCIOJIb30BaTh (DYHKIIMIO 3alIOMUHAHUS JIOTWHA YW MAPOJIs, * HE
WCTIONIF30BATh B KAUECTBE MapoIisd UMs, (PaMIIIHIO, IeHb POKIACHHUS U APyTHE MaMsTHBIE TaThl,
HOMep TenedoHa, aBTOMOOMIIS, aJpec MECTOXKHUTEIBCTBA U JIPYTHe JaHHBIC, KOTOPhIE MOTYT
OBITH TIOZOOpPaHbl 3IIOYMBIIIUIEHHHKOM IyTEM aHajin3a WH(pOpPMAanW{ O IOJIb30BaTele; * He
MIPOU3HOCUTH BCITYX, HE 3aIMCHIBATh M HE XPAHUTh B JIFOOOM JTOCTYITHOM TIOCTOPOHHUM JIUIIAM
MecCTe TapoJIu.

J7ist 321U Thl EPCOHANBHBIX KOMITBIOTEPOB: * HCIIOIB30BaTh UCKIIOUYUTEIBHO JULEH3NOHHOE
CHCTEMHOE U MPHKJIAJAHOE NPOrpaMMHOe 00eCTIeYeHUE; * YCTAHOBUTh Ha KOMITBIOTEP TOJBKO
OJHY ONEpAlMOHHYIO CHCTEMY; * HE YCTaHABIMBaThb U HE HWCIONB30BaTb HAa KOMITBIOTEpE
OporpaMMbl  AJISl  YAQICHHOTO YOpPAaBJlICHUS; * YCTAHOBUTh M PETYJSPHO OOHOBIATH
JHMLEH3UOHHBIE AHTUBHPYCHBIE TIPOTPAMMBI; * CBOEBPEMEHHO NPOBOIUTH OOHOBJICHHE
CHCTEMHOTO ¥ TPUKIAJHOTO IPOTPaMMHOTO oOecriedeHus; * He HCIOJIB30BaTh
OOIIEIOCTYIIHBIE KOMITBIOTEPHl M IyOJM4YHbIE OCECIpOBOAHBIC CETH Ui JOCTyNa K
WHPOPMALIMOHHBIM CHCTEMaM; * TpPH Tepefade WH(POpMalMH C HCHONB30BAaHHEM YYKHX
KOMIIBIOTEPOB, MOCIIE 3aBEPIICHUs BCEX OMNepaluil yOeIUThCs, YTO MEPCOHAIBHBIE JaHHBIC U
npyrasi “HGOpMaIUsl He COXpAaHWINCH, * HE TepelaBaTh NEPCOHANbHBIC NaHHbIE W HHYIO
KOHQUICHINANBbHYI0O MHQOpMAIMIO TPU MOJYYCHUH MHCEM IO DIIEKTPOHHOW TOYTE, €CIU
MOJTyYeHHE TaKUX MHCEM MHUIMUPOBAHO He Bamm; * He mepexoguTh MO CCHUIKAM B TAaKUX
IHChMax, HE OTKPBIBaTh BJIOXKEHHBIC IPWIOKCHUS (TaKue pecypchl MOTYT COJAEpKaTh
BpPEIOHOCHOE TIPOTPaMMHOE OOECTeueHHe); * B Cilydae OOHapYXEHHs IOJO3PUTEINbHBIX
JICHCTBU, COBEPIIEHHBIX B KOMITBIOTEPE, HE3aMEIIUTEIbHO CMEHUTD JIOTHH H TapoJib; * TIPU
0OHapy>XEHUU COBEPLICHHUSI HE3aKOHHBIX (PMHAHCOBBIX OTEpanii — He3aMeAIUTEILHO MOIATh
3asBJICHUE O JAHHOM (paKTe B MPAaBOOXPAHUTEILHBIE OPTaHbl M COXPAHHUTH JIOKA3aTEIHLCTBA
JaHHOTO (aKTa B yCTpOMCTBE; * NpH paboTe ¢ MHBIMH HOCUTEISIMH WH(QOpMAIMH Tepe[
HayaJoM pa0OThl OCYHIECTBISATH WX TPOBEPKY Ha IMPEAMET OTCYTCTBHS KOMITBIOTEPHBIX
BUPYCOB.

B mensx 3ammrel MHGOpMAmMM OT BO3ACHCTBUS NMPOrPAMMHBIX KOAOB, NPHUBOISIIMX K
HapYyIIEHHUIO MTATHOTO (PYHKIIMOHUPOBAHUS CPEJICTB BHIYHACIUTENILHOW TEXHUKHU: * OOHOBIISITh
AHTHUBUPYCHbIE NPOrPaMMbl Ha IIOCTOSIHHOM OCHOBE; ® OCYILECTBIISTh PErYJISIPHBII KOHTPOJIb
paboTOCTIOCOOHOCTH  AaHTUBUPYCHBIX MPOTPaMM; * CO3/aTh YCJOBUS, TIPH KOTOPBIX
HEBO3MOXXHO HECAHKLIIMOHHUPOBAHHOE OTKJIIOYEHHUs] CPEICTB AaHTHUBHPYCHOM 3alluThbl, *
aHTUBHMPYCHAsl 3alllUTa JOJDKHA oOecrednBaTh COXpPAHEHHE O€30IaCHOTO COCTOSHUS
nHGOPMAaLUKN TIPU JIHOOBIX cOOSX; * BBIHECTH SIPIIBIK JJIsI 3allyCKa aHTUBHPYCHOW NPOrpaMMBI
Ha pabouuil CTOJI NEPCOHAJIBHOIO KOMIIBIOTEpA Ul €€ PEeryJiipHOrO0 MCIOJb30BaHUS. 5.
Kommanust ynenser Oojipmioe BHHMaHHME Oe€30mMacHOCTH Bammx AaHHBIX, NPUHAMAs BCe
HEOOXOIMMBIE MEPBI JIUIsl UX 3allUThl U NPEAYyNPEKIAeT CBOUX KIMEHTOB O HEOOXOJAUMOCTH
TaKXe TMPOSBIATE OCTOPOKHOCTH, OCBEIOMIICHHOCTh M CO3HATEIBHOCTh HPU OOpallleHuH C
nHpOpPMaIIHEH.



